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+ (ITU-T) Usage of cloud services in public cloud from two or more independent cloud service providers at the same time for a
business (defined in ITU-T Y.3537)

*  (ISO/IEC) Cloud deployment modelin which a cloud service customer uses public cloud services provided by two or more
cloud service providers (defined in ISO/IEC 22123-2)
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ITU-T Y.3537 - Def. of Multi-cloud
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« Multi-cloud

« Usage of cloud services in public cloud from two or more independent cloud service providers at the
same time for a business.

NOTE - Multi-cloud, as known as multi-cloud computing, is distinguished from multiple cloud which is an
environment involving two or more cloud service providers.
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« Multi-cloud management

« Management of cloud services in form of composed cloud service from multiple cloud service
providers at a single point

% Composed cloud service: cloud services in a group

NOTE - Capabilities of multi-cloud management include configuring, controlling and monitoring compose
d cloud service from multiple cloud service providers.

csc
use composed cloud service
using the unified interfaces
provided by multi-cloud
management of CSN
ra ™
CSN
| Configure composed cloud service | Control composed cloud service |
Multi-cloud mar 1t
| Compose cloud services | | Monitor composed cloud service
T T T T T T Vol comsosed oo h
| Composed I-’ Cloud 1 | | - " Coud Y I
cloud service \ service 1 | cloud service o I [

| _l, J. J_ o || Cloud N 1 Cloud I
__________________ service 7 service y)
1 Cloud N Cloud Ny Cloud \I |~ 2 . N e
- Sen servi 1 I
I

provide i provide ; provide
cloud services E cloud services ; cloud services
in public cloud i in public cloud i in public cloud
i i
Cloud i Cloud i Cloud
G0 (@D @
i i

CsSP1 E CsP2 E CsSP3

Multiple independent CSPs
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ITU-T Y.3537 — CSN:multi-cloud manager

« CSN:multi-cloud manager
« Sub-role of cloud service partnher which is responsible for providing the capabilities of multi-cloud

management between a CSC and multiple CSPs.

« The CSN:multi-cloud manager is engaged in support of the CSC who wants to use cloud services from
multiple independent CSPs as a group.

Ve

Cloud service customer
(CSC)

CSC:cloud
service user

Use cloud service

~

Cloud service partner
(CSN)

CSN:multi-cloud
manager

Perform intermediation
and aggregation
Manage connectivity
across cloud service
Coordinate identity and
security credentials
Coordinate customer
requests
onitor and report cloud
services
Provide governance
policies

Cloud service provider
(CSP)

CSP:cloud
service manager

Provide services

Deploy and
provision service;

Perform service
evel managemen

[Cloud computing activities of CSN:multi-cloud manager]
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Cloud service
customer
(CSO)

/

Cloud service

partner
(CSN)

\

CSN:cloud
service developer

CSN:cloud
auditor

CSN:cloud
service broker

Appendix 1T

clause 7.3

./

N

CSN:multi-
cloud manager

J

/ Cloud service
provider
(CSP) —_—
Peer CSP
-
CSP:inter- )
cloud provider <“‘ Peer CSP
~ 7
EE—
Peer CSP
. o\ )
CSp
" "y
R
CSP
" - J
—_——
CSP

[Relationship between CSC, CSP and CSN for the interoperability]
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ITU-T Y.3537 - Functional reqts. of CSN:multi-cloud manager

Service Access Service
discovery management management

Connectivity Monitoring Policy
management and reporting management

* Functional requirements for service discovery
 Providing information available cloud services 2| 47| Al

* Functional requirements for access management
« Managing access information for CSP 2| 37} QA&

« Functional requirements for service management
 Providing unified interfaces to CSC 2| 77| Al

* Functional requirements for connectivity management
« Providing virtual network connections 2| 77§ Al

* Functional requirements for monitoring and reporting
« Monitoring composed cloud service 2| 37| 2 7AIS

* Functional requirements for policy management
 Providing management policies to CSC 2| 37 7 ArSt
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ITU-T Y.3555 - Function architecture
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( User access management \

User access information

l

Access mnformation User authentication User interface
management and authorization management |
. 1 Search result & details T COnHOI request
Logical components of : : : — with CSC’s reqts.
9 P : Function groups for multi-cloud in ITU-T Deployment request with CSC’s reqts
multi-cloud manager in [ Y.mc-arch \_ Composed cloud service
ITU-T Y.3537 :
] (" Service I ; Cir f _ T\ ( Selected services Service
; di ‘loud service ‘loud service with CSC’s reqts. N - t
access management user access management function group PO search discovery Cloud semiee fanasemen
. . . . . I Evaluati Selected services
service discovery service discovery function group Access e
mformation List oFmomani] Cloud service CSC’s reqts. 0SCs
. . . ¢ ' 'SC
service management service management function group istofavallable) = 0 on o e [t S e
connectivity manageme o ivity management function group 1| Provisioning request detivery | e o
nt \_ : VAN
2 = 2 Network SLA CSC’s CSC’s
monitoring and reportin e . q .
9 P monitoring and reporting function group - conl Lo, o N \
g service po"cy management function grou Connectivity | Network connection configuration |'S_ Policy | Network connection control |
olicy management management 101880 eqts.
p | Storage connection configuration Lﬂ | Storage connection control |
[Relationship between logical components of multi- - ~N +
H i Composed cloud Cloud service Report Policy SLA
cloud manager and function groups for multi-cloud] o montonne | | moitorm eport. gt mampment
|
SLA notifications
Reports Policy notifications
Monitoring infgrmation
\_ Monitoring and reporting J \_ Service policy management J

: Information flow

(:: Function group I:' : Function

[Relationship among functions for multi-cloud]
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ITU-T Y.mc-api— Multi-cloud Management API B Corterence 2025

* ITU-T Y.mc-api
» Cloud computing - API for multi-cloud management
« NWI approved by ITU-T SG13 on July 2025 s
- Editors use composed cloud sevice
« Youngwoo Jung (82) I " mened by mltciosd

management of CSN

| API

« Scope ) , ! .
. . . . CSN:multi-cloud manager ] i -
° To SpeC|fy Interface_level APIS to rea“ze the multl_cloud | Configure composed cloud service | Control composed cloud service |
management fU nCtiona“tieS defined in [ITU-T Y.3555] | Compose cloud services | | Monitor composed cloud service | e
e e m—m Vol omposed  emme—ee h
: chE:F;:rs'\iie \_ si.;l:JLilcE[_a _ ,: : | cloud F;er\.rice r silrc-:LilcEL :I :
| _l_ I J_ [ I;.-__(:ELIE__\ _______ I"'-__CIEUH__\II
¢ e L% AR Ny = \I \_ _femvice s \_ _Service s
: C|CL.IE| 1 C|CL.IE| Ilf C|CL.|[| i : e _clc;uJ -— [
- _sEr-ﬂce_ T _SErﬂEE - _SErﬂEE __4 ! service ;I I
\___ " T J

provide i provide ; provide
i . ! _
cloud services ! cloud services ' cloud services
in public cloud i in public cloud i in public cloud
i i
i i
Cloud i Cloud i Cloud
i i
service ! service ! service
i i

CsP1 ; csp2 ; csP3

Multiple independent CSPs

[Concept of API for multi-cloud management
provided by CSN:multi-cloud manager]
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ISO/IEC 5140 - Development Roadmap

7 e-meetings
A

4 \

2020.04 2020.05 2020.09
N\
| (\T/) ’ (?>
Start of Advisory Group 3 NP: N 5140 End of AG3 on
(AG3) on Multi-cloud (Concepts for multi-cloud and Multi-cloud
other interoperation of multiple

* Multi-cloud Bibliography :

+ Multi-cloud Use cases & Scenarios cloud services) 2022.07

» Multi-cloud Concepts & Architecture

. i- 2023.03 2023.09

Multi-cloud Management 33 e-meetings 11 CRMs
B 202111 2022, 2.05 2023.05 2024.01
Y
WD 5140
(Concepts fo.r multi-cloud a.nd the use of CD DIS DIS 2 CRM FDIS IS
multiple cloud services) Ballot Ballot S

1.2. 3. 4.
5. Cloud computing using multiple CSPs
6. Multi-cloud
7. Federated cloud
8. Hybrid cloud
9. Hybrid multi-cloud
10. Inter-cloud
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ISO/IEC 5140 - Def. of Multi-cloud
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Multi-cloud < contributed by KOR

* Cloud deployment model in which a cloud service customer uses public cloud services provided by two or more cloud
service providers

% Note: The cloud service customer is responsible for integration and management of these cloud services to form a cloud
solution

Federated cloud
* Cloud deployment model in which the cloud services are provided by members of a cloud service federation

Hybrid cloud

» Cloud deployment model that uses a private cloud and a public cloud

Hybrid multi-cloud

» Cloud deployment model in which a cloud service customer uses cloud services from a hybrid cloud and a multi-cloud

Inter-cloud

« Cloud deployment model in which a cloud service provider offers a cloud service by using one or more cloud services
provided by other cloud service providers
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CsP1

Public doud

0
P 0le

C5P1

Public cloud

0O

C5P2
C5Cs/CSUs

P-4 - Public cloud
CSCs/CSUs 9 Uuu o
P2 [Example of multi-cloud with inter-CSP

Public cloud

link
]D 0 0O ]

0 CSCs/C5Us
CsP3

Public dowud

- -
CSCs/CSUs

[Basic multi-cloud example]

C5Cs/C5Us

[Example of a more complex multi-cloud]
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ISO/IEC 5140 — Multi-cloud Management 3
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« Multi-cloud management (contributed by KOR)
« Manages the use and operation of multiple public cloud services from two or more CSPs.

« Since the CSPs or the cloud services that they offer are not necessarily aware of each other, the prima
ry responsibility for management of a multi-cloud solution lies with the CSC.

CSC csu
use cloud services with the
unified interfaces
(" Multi-cloud manager h
| Operate multi-cloud |
| Manage multi-cloud |
e e T
| S oreprCland 8 | salipyiejeieyiogipeieniopaietin -
| CsP2Cloud [ [ CsPaCloud I
1 ' service : | :
| N | =
I Piietninriniiinie . [ttt
: bea| ( CSPICloud ¢ CSPaCloud % |
| o |_ o N |\, sendce service J
I.’ CSP1Cloud %" CSPICloud % CSP1CIoud ,' } """""" Cepaded N :
b serviee N semice A senvice A 1 I CSPZCloud [ |
T | | serice |
___________________________ e
—
provide provide provide
public cloud services public cloud services public cloud services
([ csPiCioud ) |" ( cspeCloud A ( [ €sPaCioud \I
N\ service Y L\ service  J \ service
csP1 Csp2 CsSP3

Multiple Cloud Service Providers

Figure 4 — Basic functions of multi-cloud management
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ISO/IEC TR 10822-1: Multi-cloud management — Part1: Overview and use cases

Cloud Service Customer
(csq)

Cloud Service
Partner (CSN)

Multi cloud management i l

Interoperability with CSC

i H
Uniform User CSC: Cloud CSC: Cloud Service CSC: Cloud Service CSN: Cloud Service H
interface Service User Administrator Business Manager Auditor User H
H Typeofusers |
h d :
Integrated Identity . Access Authorization Users identity H
Management S hentcetce Policies database Mutticloud identity management |
- 1
K
¢
H c
. 8 E> g
/ . \ 2 Cloud service g
/" Multi-Cloud Management | Manage Multi-Cloud ‘ H scheduler |
| H 2
i 3 ’:> g
| Operate Multi-Cloud ‘ z i
] Cloud Reporting & Publish Deployment Meteringand Cost ionin i H
|—|'> °E A administration - Audit " r cloud - management T - a
. - i [ i service ] P H
APP-X Ecusvs:tem <::| APP-Y Emsvs.tem E i ! i | 3 o — Y | Cost allocation with showback Billingand invoicing
of composite of composite ~ i 5P selection [ Resource usage ! || Servicecatalogue | | provisioning ! i SLA monitoring | <:|
cloud services cloud services | i iy P ) il - i Spendreportingand analytics Budgeting and cost control
| Administration i ! Cost analysis i ] servicelibrary ] SRk g sy
i P [ P {1} [ deprovisioning || | renegotiation |
1 = = ol ] et ] ! Rightsizing advisory Payment gateway integration
Compliance ! i
Cloud Cloud | |guidiinistation | assesps'm = ! || Servicediscovery | || Resourcemapping ! |  SLADiscovery | — - —
Service Service i capabilities [ P Pl [ ! Centralized service metering and billing
1 L L J

Cloud Cloud
Cloud

R ! } ' |
Cloud Cloud Service Service ‘
| [ Service ] [ Service ][ Service ] Cloud |
\ Service / - - . . .
\ [ ] API abstraction and management framework: Interoperability with CSP
A / integration aggregation composition intermediation
ﬁ Public cloud services ﬁ Public cloud services

ﬁ Public cloud services
Cloud Cloud Cloud l
Service Service Service
CSP1 Csp2

CspP3

Cloud Service Provider
(csp)

Representative Multi-Cloud Management Ecosystem . .
[Rep 9 y ] [Functional Architecture]
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ISO/IEC 10822-2, 3, 4 and More 1=
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« ISO/IEC WD10822-2

« Cloud computing — Multi-cloud management - Part 2: Identity management
- Editors
 Bijoyendra Roychowdhury (2I/x)
« Youngwoo Jung (8t=)
« ISO/IEC PWI10822-3
« Cloud computing - Multi-cloud management - Part 3: Orchestration
- Editors
 Bijoyendra Roychowdhury (21x)
« Youngwoo Jung ($t=)
- ISO/IEC PWI110822-4 (20264 AHt7| 74 A= o)
« Cloud computing — Multi-cloud management - Part 4: Monitoring, reporting &SLA
- Editors
 Bijoyendra Roychowdhury (2Ix)
« Youngwoo Jung (8t=)

* ISO/IEC AWI10822-5 - Part 5: Network management
* ISO/IEC AWI10822-6 - Part 6: Security & Policy
* ISO/IEC AWI10822-7 - Part 7: Interoperability with CSP and CSC
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